UHpopMaLmoHHas NaMATKa Y18 06y4aroLMXCA V1S pasMeLLieHUs Ha o(hMLMaibHbIX MHTEPHET-Pecypcax

C KaxabiM roAoOM MOSIOAEXM B WHTEPHETe CTaHoBUTCSA 6onblue, @ LWKOJbHUKW OAHM M3 CaMblX AKTUBHbIX
nonb3oBartenen PyHeTa. Mexay TeMmM, MOMMMO OFpOMHOIO KOJMYeCcTBa BO3MOXHOCTEN, MHTEPHET HeceT u
npobnembl. OTa NamMsATKa A0/KHA NOMOYb Tebe 6e30MacHO HaxXo4UTLCS B CETU.

KoMnbloTepHble BUPYCbI

KOMNbIOTEPHLIN BUPYC - 3TO pa3HOBWUAHOCTb KOMMbIOTEPHbLIX MPOrpaMM, OTAMYUTENIbHOW OCO6EHHOCTLIO
KOTOpOM siBNSieTCs CrnocobHOCTb K pa3MHOXeHuto. B gononHeHwe K 3TOMy, BUPYCbl MOFyT NMOBpPeAUTb WAu
MOMIHOCTbIO YHUUYTOXMUTb BCe dalnbl U AaHHble, NMOAKOHTPOJIbHbIE MOSb30BaTE/ND, OT MMEHM KOToporo 6bina
3anyLleHa 3apa)XeHHas nporpaMMa, a TakXe MoBpeanTb MU AaXKe YHUUTOXMUTb OnepaumoHHYK CUCTEMY CO
BCeMMU pannamm B LenoM. B 60nblLINHCTBE CllyvyaeB pacnpoCTPaHSATCS BUPYCbl Yepe3 MHTepHeT.

MeToabl 3anTbl OT BPEAOHOCHbIX NPOrpamMMm:

1. Wcnonb3yin coBpeMeHHble OnepauuoHHble CUCTeMbl, MWMelolWKne Ccepbe3Hbll YpOBEHb 3awuTbl OT
BPEeAOHOCHbIX NpOrpamm;

2. TlocTossHHO YycTaHasnuean nadytnm (uMdpoBble 3annaTkyM, KOTOpble aBTOMATUYECKUM YCTaHaB/IMBAKOTCHA C
Luenblo AopaboTkM nporpamMmel) U apyrme obHOBEHUS CBOElM onepaumoHHON cucTeMbl. CKaumBanm MxX TONbKO C
odunumanbHoro carrta paspabotumka OC. Ecnm cywecTByeT pexumM aBTOMATM4YeCKOro O6HOBMEHMUS, BKJIOUM
ero;

3. PaboTtail Ha CBOEM KOMMbiTEpe MOoA MnpaBaMu MOSb30BaTeNns, a He aAMUHUCTpaTopa. 3TO He MO3BOJNT
601bWMHCTBY BpeAOHOCHbLIX MPOrpamMM MHCTanIMpoOBaTbCSA Ha TBOEM MepCOHasIbHOM KOMMbOTEpE;

4. WNcnonb3y aHTUBUPYCHbIE MpPOrpaMMHbie MNPOAYKTbl W3BECTHbIX MpouM3BoAuTeNneln, C aBTOMATUYECKUM
obHoBneHnem 6as;

5. OrpaHnyb puamnyecknin 4OCTyN K KOMMbIOTEPY A/ MOCTOPOHHUX NULL;

6. Nicnonb3yn BHeELWHMe HOCUTENU MHPOpMauumM, Takne Kak drewka, ANCK unn dann n3 UHTEpHeTa, TONbKO
M3 NMpoOBepeHHbIX MCTOUYHMKOB;

7. He oTKpbiBah KOMMblOTEPHble daifbl, NOJIyYEHHbIE W3 HEHaAeXHbIX WCTOYHMKOB. [axe Te ddannsl,
KOTOpble Npucnan TBOW 3HAKOMbIN. Jlyylle yTOUYHM Yy Hero, oTnpasnasa An oH Tebe umx.

Cetn WI-FI

Wi-Fi - 3TO He BuA nepefayn AaHHbIX, He TexHonorusa, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roay
HuaepnaHackas KoMnaHus 3apeructpuposana 6peng "WECA", uto ob6o3Hauano cnoBoco4yeTaHume "Wireless
Fidelity", koTopbin nepeBoanTCcs Kak "6ecnpoBogHas TOYHOCTbL".

o Hawero BpemeHu powna ppyras abbpesBuaTypa, KOTOpas SBMASETCA TaKOW >Xe TexHonoruven. 3To
abbpesnatypa "Wi-Fi". Takoe Ha3BaHue 6biN0 AAaHO C HAMEKOM Ha CTaHAapT BbICLIEN 3BYKOBOW TeXHMKU Hi-Fi,
4YTO B NMepeBoje O3HauvaeT "BblCcOKasi TOYHOCTL".

[a, 6ecnnaTtHbIi MHTEPHET-A0CTYN B Kade, oTensax 1 asponoprax ABASETCS OT/IMYHOM BO3MOXHOCTbIO BbIX0A4a
B MHTepHeT. Ho MHOrmMe akcnepTbl cYMTalT, YTo obwenoctynHole Wi-Fi ceTn He aBnatoTcs 6e3onacHbIMU.
CoBeTbl N0 6e3onacHOCTM paboTbl B 06WenocTynHbiX ceTax Wi-fi:

1. He nepepaBan CBOK /UYHYK WHMOpMauuo 4yepe3d obwepoctynHble Wi-Fi cetn. PaboTtas B HuX,
xenatesnbHO He BBOAWTb Mapofav AOCTyna, IOrMHbl U Kakne-To HoMepa;

2. Ncnonb3yn n o6HOBNSAN aHTUBMPYCHbIe nMporpamMmbl U 6paHamayep. Tem cambiM Tbl obe3onacuwb cebsa ot
3aKayku BMpyca Ha TBOe YCTPOWMCTBO;

3. Mpu ucnonbzoBanumn Wi-Fi oTkntoun dyHkuuo "O6wmin goctyn K gannam n npuHtepam". aHHas dyHKUms
3aKpbiTa N0 YMOSIYaHMIO, O4HAKO HEKOTOpbIe MOJIb30BaTeNn aKTUBMPYIOT €e Ansa yaobcTBa MCNosib30BaHUS B
paboTe unu yuebe;

4. He ucnonb3yn nybnuuHein WI-FI ana nepegayvm nNuyHbIX AaHHbIX, HanpuMmep ANs BbiXOAa B CouMasibHble
CeTU NNN B DNEKTPOHHYIO NOYTY;

5. Ncnonb3yln TONbKO 3awumiuieHHoe coeamHeHue 4yepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAW MMeHHO "https://";

6. B mMobunbHOM TenedoHe oTkaoum dyHkumio "MoakntoueHne k Wi-Fi aBToMaTnueckn". He ponyckan
aBTOMATMYECKOro NoAKAKYeHMsa ycTponctea Kk cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTun

CoumanbHble CETM aKTUMBHO BXOAAT B HAWy XWU3Hb, MHOrve noau paboTaloT M XWMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apernctpmpoBaH MuUnanapa YenoBeK, YTO SBASIETCS OAHOM CeAbMOM BCEX XUTenen nnaHeTbl.
MHorve nonb3oBaTesM HE MOHMMAOT, YTO MHQOPpMauus, pa3MelleHHas MMU B COUMalbHbIX CETHAX, MOXET
6bITb HalAeHa 1 MCnosib30BaHa KeM yrogHo, B TOM yucsie He ob6a3aTtenbHO € 61arMMm HaMepeHnsMu.
OcHOBHble coBeTbl N0 6€30NacHOCTM B COLMalbHbIX CETSX:

1. OrpaHunyb cnNMcok apy3sen. Y 1ebs B Apy3bsxX HE AOMKHO ObiTb Cy4YamHbIX M HE3HAKOMbIX JTIO4EN;

2. 3awman CBOK YacTHYK XM3Hb. He ykasbiBalt nmaponu, TenedoHbl, agpeca, AaTy TBOEro pPoOXAEHUS U
OPYTYI0 NIMYHYO MHDOPMaUMIO. 3/10YMbILLIEHHUKM MOTYT MCMOJIb30BaTb AaXe WMH(OpMauuo O TOM, KaK Tbl U
TBOW poauTeNn nNiaaHupyeTe NpoBeCcTU KaHUKYIbI;

3. 3awmuwan CBo penyTauuio - AepXn ee B YUCTOTE M 3agaBan cebe Bonpoc: xoTen 6bl Tbl, UTO6LI Apyrme
rnonb3oBaTenn BuAeNnu, 4YTO Tbl 3arpyxaewb? [Mogymal, npexae 4em 4yTo-TO OonybnukoBaTb, Hamucatb M
3arpysuThb;

4. ECnv Tbl rOBOpULWb C JIIOAbMU, KOTOPbIX HE 3HaeWwb, HE UCMOJIb3yN CBOE peasibHoE UMS U APYrYH JINYHYIO
MHdOpMaUnmn: UM, MECTO XUTeNbCTBa, MecTo y4yebbl 1 npoyee;

5. N3berain pasmewienuns gotorpacdumin B UHTepHeTe, rae Tbl nzobpaxxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpeaennTb TBOE MECTOMNOIOXKEHNE;

6. MNpwn perucrpaummn B CoUManibHOM CETU HEOHXOAMMO MCMOMb30BaTb C/0XHbIE NMAposn, cocToawme nus 6yks 1
undp n C KOIMYECTBOM 3HAKOB He MeHee 8;



7. Onsa coumanbHOM CeTu, NoYTbl U APYrMX CanToB HEO6XO0AMMO MCNOMb30BaTb pa3Hble Naponu. Toraa ecnu
Tebs B3/10MaloT, TO 3/10YMbILIIEHHUKM NOAy4YaT AOCTYN TO/IbKO K OAHOMY MeCTy, a He BO BCe cpasy.
DNEeKTPOHHbIE AeHbI'n

DNEeKTPOHHbIE AEHbIM - 3TO O4YeHb YAO0OHbIM cnocob nnaTexen, OAHAKO CYLLECTBYHOT MOLIEHHUKU, KOTOpble
XOTAT NONYYUTb 3TU AEHbBIU.

DNEeKTPOHHbIE AEHbIM MOSIBUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX rocygapcreax A0 CUX
rMop He MpoMNMCaHO NPO HMX B 3aKOHaXx.

B Poccum e oHM PYHKLUMOHUPYIOT U O HMX YXXe MPOMnMMCcaHo B 3aKOHe, rae Mx pasgenstoT Ha HeCKOJIbKO BMAOB
- @aHOHWMHbIE U HE aHOHWUMHbIE. PasHuUa B TOM, YTO @aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcs NpoBoAUTb
onepaumun 6e3 naeHTUdUKauMM NOAb30BaTens, a B HEAHOHUMHbIX MAeHTUdUKaUMsa nonb3oBaTens sBaseTcs
ob6a3aTenbHON.

Takxe cnegyeTr pasfinyaTb 3/EKTPOHHble dunaTHble AeHbrn (paBHbl rOCYAapCTBEHHbIM BankTaM) U
3N1eKTPOHHble HeduaTHble AeHbrM (He paBHbl FOCYAAaPCTBEHHbLIM BasoTaMm).

OcHoBHble coBeTbl No 6e3onacHor paboTe C INEKTPOHHLIMU AeHbramMu:

1. MpuBsXK K cyeTy MOOGUIBbHLIA TenedoH. DTO caMbii yAOOHbIA M B6bICTpbI cnocob BOCCTaHOBUTbL AOCTYN K
cuety. lMpuBs3aHHbIN TenedoH NOMoOXeT, ecnun 3abyaellb CBOM NAATEXHbIW Naposb UM 3alAellb Ha CawT C
HEe3HaKoMOro yCTPOMNCTBa;

2. VWicnonb3y” opHopasoBble naposnu. ocne nepexoja Ha YCWUNEHHYK aBTopusauuio Tebe yxe He 6yaer
YrpoXKaTb ONACHOCTb KpaXn Mau nepexsaTta njaTexHoro napons;

3. Bbibepu cnoxHbili naponb. NpecTtynHMkam 6yaeT He NpoCTo yrajaTb CMOXHbIA Napofib. HagexHble naponu
- 3TO Napo/in, KOTOpblE CoAepXaT HEe MeHee 8 3HaKOB WM BK/OYalT B cebsa CTpO4YHbie M MPONUCHbIe ByKBbI,
uMdpbl 1 HECKONBKO CMMBOJIOB, Takne KakK 3HakK gonnapa, gyHTa, BOoCKAMUaTeNbHbIM 3HaK 1 T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHblE HA CalTaxX, KOTOPbIM He AoBepsellb.

dnekTpoHHas nourta

DneKTpOHHas noyTa - 3TO TEXHOAOrMs W npefoCTaBAsEMble €l YCIyrM Mo Mepechbisike W NoayvYeHuto
3NEKTPOHHbLIX COOBLLEHM, KOTOpble pacnpeaensaiTcs B KOMMOblOTEepHON ceTu. OO6bIYHO 3NEKTPOHHbIN
MOYTOBbLIA AWWK BbIFNAAUT cneayowmm obpa3oM: MMsSA_Moab3oBaTendi@umsa_aoMeHa. Takxe KpoMme nepegaym
MpOCTOro TeKCTa, MMeeTcs BO3MOXHOCTb nepeaasatb dalinbl.

OcHoBHble coBeTbl N0 6e3onacHoin paboTe C 31eKTPOHHOM MOYTON:

1. Hapo Bbi6paTb NpaBu/ibHbIA NOYTOBbLINA CEPBUC. B MHTepHeTe ecTb OrpOMHbIN BbI6Op 6ecnnaTHbIX MOYTOBbIX
CepBUCOB, O4HAaKO Nyylle A0BEPSATb TeM, KOO 3HaelWb W KTO NEPBbIA B PENTUHTE;

2. He ykasbiBalh B JINYHOW MoyTe JMYHYO  MHpopMaumio. HanpuMmep, nydwe  BbibpaTb
"My3blKanbHbIN_daHaT@" nnn "pok2013" BmecTo "Temal3";

3. icnonb3yn ABYyX3TanHy aBTOpU3aumio. OTO KOraa NoMMMO Naposs HY>XHO BBOAUTb KOA, MPUCbIIaeMbli Nno
SMS;

4. Bblbepu CnoxHbll Nnaponb. [na Kaxaoro rnoYToBOro SwukKa Ao/HKeH 6biTb CBOM HaAEXHbIA, YCTONUYMBBIN K
B3/I0MYy Napo/sib;

5. Ecnm eCcTb BO3MOXHOCTb HanncaTb CaMOMYy CBOW IMYHbIN BONPOC, NCMO/b3Y 3Ty BO3MOXHOCTb;

6. Mcnonb3yn HeCKONbKO MOYTOBLIX ALWMKOB. [epBbl AN 4YacTHOW Mepernuckn C agpecatamu, KOTOPbIM Thbl
AoBepselb. DTO 3N1EeKTPOHHbIN agpec He HaZ0 MCNOoMb30BaTb MNPU perncTpaumm Ha dopymax n camtax;

7. He oTkpbiBan dannbl n gpyrune BAOXEHUS B NMUCbMax, Aa)Xe ec/iv OHU MpUWan OT TBOUX Apy3en. Jlydwe
YTOUYHU Y HUX, OTNPaBNSaAN Nn OHU Tebe 3Tu dainsbl;

8. Nocne okoH4YaHWs paboTbl Ha MOYTOBOM CepBMCE Nnepes 3aKpbiITUEM BKIaAKW C CauToM He 3abyab HaxaTtb
Ha "BbiiTtn".

Kn6epbynnumHr unm euptyasibHOe nsaeBaTesibCTBO

KnbepbynnuHr - npecnepgoBaHue cooblieHMsAMKU, cogepXawmmm ockopbneHus, arpeccuto, 3anyrmBaHue;
XYNIMraHCTBO; coumanbHoe 60MKOTUPOBaHME C MOMOLLbIO Pa3IMYHbIX MHTEPHET-CEPBMUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ KNbepbyNNMHIom:

1. He 6pocaics B 6oi. Jlyywnii cnocob: nocoBeToBaTbCsl Kak cebs BECTU U, €CNIM HET TOro, K KOMY MOXHO
0bpaTtnTbCsa, TO BHavane yCcrnokouTbCs. Ecnu Tbl HauyHewb oTBevaTb OCKopbneHnsamum Ha ockopbneHus, To
TONbKO ewe 6onblie pa3oxiKelwb KOHMINKT;

2. Ynpasnawn ceoen knbeppenyTtaumen;

3. AHOHMMHOCTb B ceT MHMMasA. CyLlecTBYIOT CNOCO6bl BbISICHUTb, KTO CTOUT 3@ @HOHUMHbIM akKayHTOM;

4. He cTtouT BeCcTM XynuraHckuin obpas BMPTYyasibHOW XWU3HU. MHTepHeT duKcmpyeT BCe TBOM AENCTBUS WM
COXpaHseT ux. Yaanutb nx byaet KpanHe 3aTpyAHUTENBHO;

5. Cobntogali cBOKO BMPTYyanbHYIO YECTb CMOJOAY;

6. WUrHopupyh eauHuuHbii Heratme. OfHOpas3oBble oOckopbuTesnbHble cooblweHns nydwe WUrHopuvpoBaTb.
O6bI4HO arpeccus npekpalwiaeTcs Ha HavyanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOOLEHNAMM, B COUMANBHbLIX CETAX ecCTb
BO3MOXHOCTb 6/TOKMPOBKM OTNpPaBKu coobLeHnii ¢ onpeaeneHHbiX aapecos;

8. Ecnun TbI cBnpetTenb knbepbynnnHra. TBou AeWCTBUS: BbICTYNUTb NPOTMB NpecnenoBaTens, nokasatb eMmy,
YTO ero AeNCTBUS OLEHMBAIOTCS HEeraTMBHO, NOAAEPXaTb XepPTBY, KOTOPOWN HYXHa NCUXON0rmyeckas nomoLlb,
Cco06LWMTb B3pOC/bIM O haKTe arpecCUMBHOIr0 NOBeAEHWNS B CETU.

Mo6unbHbIY TenedoH

CoBpeMeHHble cMapThOHbl M MaaHWweTbl cogep)xaT B cebe BMOMHE B3pOCNbli (DYHKUMOHAsM, U Tenepb OHM
MOTyT KOHKYpPWUpOBaTb CO CTauMOHapHbIMM KoOMMbloTepamu. OAHaKo, CpeacTB 3awuTbl AN MOoAO6HbIX
YCTPOMCTB MOKa O4YeHb Maso. TeCTupoBaHWE M MOUCK YSA3BUMMOCTEW B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak ans MK, To xe camoe KacaeTcs U MOBUMbHBIX MPUIOXEHNI.



CoBpeMeHHble MObuIbHbIe 6pay3epbl yXxe NpakTUYeCcKW AOrHasn HacTo/bHble aHanorn, oAHaKo pacluinpeHue
dyHKUMOHana Bneyet 3a cob6oi 60MbLIYIO CNOXHOCTb U MEHbLUYIO 3aLUNLLEHHOCTb.

[aneko He Bce NpPOM3BOAUTENMU BbINYCKaOT OOHOBNEHMS, 3aKpbiBalOWME KPpUTUYECKNE YA3BMMOCTM AJ1S CBOUX
YCTPOWCTB.

OcHoBHble coBeTbl 415 6e30nacHoCTM MOB6UNbLHOro TenedoHa:

Huuyero He gBnsetca no-HactosweMmy 6ecnnaTHbiM. Bbyab OCTOpoOXeH, Beab koraa Tebe npeanaratoT
6ecnnaTHbI KOHTEHT, B HEM MOTryT 6bITb CKPbITbl KakKne-To nnaTHble YCAyru;

Oymai, npexae 4em oTnpaBuTb SMS, poTo uam Buaeo. Tbl TOYHO 3HaEWb, FAe OHU ByayT B KOHEYHOM UTore?
Heobxoanmo 06HOBNATL ONepauUMoHHY0 CMCTEMY TBOEro cMapTdoHa;

Ncnonb3yih aHTMBUPYCHbIE NpOorpaMMbl AN MOBUAbHbLIX TenedoHOoB;

He 3arpyxai npunoxeHuUs OT HEU3BECTHOr0 WCTOYHWKA, BeAb OHM MOryT coAepXaTb BpefoHOCHOe
nporpaMMHoe obecneyeHue;

MNMocne TOro Kak Tbl BblAelWb C calTa, FAe BBOAWN NIMYHYKO MHMOPMaLMIO, 3alan B HacTpoilku 6paysepa wu
yaanu cookies;

MNMepuoanyeckn Nposepsai, Kakne nnaTHble YyCyrn akTMBMPOBaHbl Ha TBOEM HOMepe;

[asai cBov HOMep MO6UIbHOro TenedoHa TONbKO NOASM, KOTOPbIX Thl 3HaELWb U KOMY AOBepsiellb;

Bluetooth gomxeH 6bITb BbIK/IOYEH, KOMAA Thl UM HE Nofb3yewbcs. He 3abbiBa MHOrAa NpoBepsATh 3T0.
Online urpbi

CoBpeMeHHble OHMAaMH-UrPbl - 3TO KPaco4yHble, 3axBaTbiBalowWwme passriedyeHns, o6beanHSIoWmMe COTHU ThiCaY
yenloBek Mo BcCeMy Mupy. Urpokm wuccneayoT AaHHbIA UM Mup, ob6walTca Apyr C APYroM, BbIMOSHSAOT
3a4aHuns, CpaxalTCcad C MOHCTpaMuM W MOAy4yarwT OnbiT. 3a YAOBOAbCTBME OHW NMATAT: MOKYNawT AUCK,
onnaymsaloT aboHeMeHT unm NpMobpeTaloT Kakne-To onumu.

Bce 3T cpeactBa wnAyT Ha nogaepXaHue W pasBUTME WUrpbl, a Takxe Ha camy 6e30nacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOpM3auuu, BbINYCKAOTCA HOBble natyuM (umdpoBble 3annatku  Ans
nporpamMMm), 3aKpblBalTCA YS3BUMOCTU CEPBEPOB.

B nonobHbIX uMrpax CTOMT OnacaTbCA He CTOJIbKO CBOMX COMEPHMKOB, CKOMIbKO KpaxXy TBOEro napons, Ha
KOTOPOM OCHOBaHa cuctema aBTopusauum 60/bLUMHCTBA Urp.

OcHoOBHble coBeTbl N0 6e30NacHOCTM TBOEro MrPOBOr0 aKKayHTa:

1. Ecam ppyron urpok BepeTr cebs nnoxo wmnu cosgaetr Tebe HenpuATHOCTWU, 3abNoKMpyn ero B Crvcke
WUFPOKOB;

2. MNoxanyncsa agMMHUCTpaToOpaM Urpbl Ha NJ0X0e MNOBEAEHME 3TOM0 UrPpoKa, XXenaTeNbHO NPUAOXKUTb Kakue-
TO AOKasaTeNibCTBa B BUAE CKPUHOB;

. He ykasbiBali nnuyHyt0 MHpOpMaumio B npodanne urpsbl;

. YBaxan Apyrmx y4yacTHUKOB MO Urpe;

. He yctanasnuBai HeoduumanbHble Natyn n Moabl;

. icnonb3yi cnoxxHble n pasHble Nnaponu;

. [axe BO BpeMs Urpbl He CTOMT OTKIOYaTb aHTMBMPYC. [loka Tbl urpaewb, TBOW KOMMNbIOTEP MOryT
3apasuTb.

DULLIMHI WM KPaX<a JINYHbIX AaHHbIX

O6bl4yHON Kpaxkel AeHer U AOKYMEHTOB CErogHs yXe HWUKOro He yAWMBWUWb, HO C Pa3BUTUMEM WHTEpPHeT-
TEXHOOMMM 310YMbIWWNEHHNKN NEPEMECTUNIUCE B MHTEPHET, U NPOAOIXKAIOT 3aHNMaTbcsa "nobumbiM" aenom.
Tak nosiBuNacb HOBas yrposa: WMHTEPHET-MOLWEHHWYECTBa WA (ULLMHI, T1aBHas Lefb KOTOPOro COCTOUT B
nonyyeHun kKoHdUAeHUMANbHbIX AAHHbIX MOSb30BaTenel - JOFMHOB M Naponer. Ha aHrmMnckoMm S3bike
phishing untaetca kak duwunHr (ot fishing - ppibHaa nosns, password - naponb).

OCHOBHble coBeTbl N0 60pbbe C PULLNHIOM:

1. Cnean 3a cBOMM akKkayHTOM. Ecnu Tbl nogo3peBaelb, YTO TBOSA aHKeTa 6bina B3nomaHa, T0 HeobxoaMMo
3abnokmpoBaTb ee 1 coobLnTbL agMUHUCTPAToOpaM pecypca o6 3TOM Kak MOXHO CKopee;

2. Ucnonb3ywn 6e3onacHble Be6-caiTbl, B TOM YNCE, MHTEPHET-MarasmHOB M NMOUCKOBbIX CUCTEM;

3. Ucnonb3ylh cnoxHble n pasHble naponu. Takum obpasom, ecnu Tebs B3/710MalOT, TO 3/10YMbILIEHHUKN
nony4yaTt AOCTYN TO/bKO K OAHOMY TBOEMY Npoduto B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To HeobxoAMMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs B
Apy3bsXx, 0 TOM, YTo Tebs B3/7OManu U, BO3MOXHO, OT TBOEro MMeHn ByaeT paccbinatbCs Cnam M CCbUIKU Ha
dULWKNHIOBbIE CalThl;

5. YctaHoBuM HagexHbii naponb (PIN) Ha MO6unbHbIM TenedoH;

6. OTKOYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBal dannbl U gpyrve BAOXKEHUS B NMUCbMax, AaXe eCnvM OHW MpuWaM OT TBOMX Apy3en. Jlydwe
YTOUHW Y HUX, OTNPABNANM 11 oHW Tebe 3Tn dalinbl.

Undposas penytauma

Undposas penytaums - 3TO HeraTMBHas WaM No3uvTMBHas MH@opmaumsa B cetu o Tebe. KomnpomeTtupytowas
MHpOpMaums, pasMelleHHass B MHTEPHETEe, MOXET Cepbe3HbiM 06pa3oM OTpasuTbCA Ha TBOEW peanbHOMn
xn3Hu. "Undposas penyTtauus" - 3TO TBOM MMWUAX, KOTopbil dopmupyeTcs u3 uHdopmauum o Tebe B
WHTEpHeTE.

TBOe MeCcTO XuTenbCTBa, y4yebbl, TBOe (MHAHCOBOE MOJSIOXKEHME, OCOBEHHOCTM XapaKTepa W pacckasbl O
6113KMX - BCE 3TO HaKan/JNMBaAETCH B CETU.

MHOrMe noApOCTKW JNErkOMbIC/IEHHO OTHOCATCA K nybnukauuum nn4YHOM uHdopmaumm B NIHTepHeTe, He
NOHMMas BO3MOXHbIX MOCNeACTBMI. Tbl paxe He CMOXeWwb AoragatbCs O TOoM, 4TOo doTorpadus,
pa3melleHHasa 5 net Hasag, ctana NpMYNHON OTKasa NpuHATL Tebsa Ha paboTy.

KommeHTapun, pasmelleHne TBomx doTtorpadumin u gpyrme A4eNCTBUMS MOFyT HE WUCYE3HYTb Aaxke Mocse Toro,
KakK Tbl UX yAanuwb. Tbl He 3HaelWb, KTO COXpaHun 3Ty uHdopMaumio, nonana M oHa B NOUCKOBbIE CUCTEMbI

NoOulh W



M CoXpaHunacb Sin OHa, a rnaBHOE: YTo noayMatT O Tebe oKpyxarwlwwue Nan, KoTopble HanAyT n yBUAAT
3T0. Hantm wnHdbopMaumio MHOro net cnycts cMoxeT nwboi - kak uM3 [obpbix nobyxaeHWn, Tak M C
HaMepeHWeM NPUUYNHUTBL Bped. DTO MOXET 6bITb KTO YrogHo.

OCHOBHbIe COBETbI MO 3awWmTe LMdPOBON penyTaLmmn:

1. Moayman, npexae 4yem 4yTo-TO NybnnkosaTb 1 NepegasaTb y ceba B 6510re nnm B coumanbHOM ceTu;

2. B HacTtponkax npodwuns ycCTaHOBW OrFpaHUWYEHUs Ha MpPOCMOTP TBOEro npoduas u ero CoaepxuMmoro,
caenamn ero Tonbko "ans apysen”;

3. He pa3smewan n He yka3sbiBalh MHGOPMaLUMIO, KOTOpass MOXeT Koro-nmbo ockopbnsate v obuxarb.
ABTOpCKOE npaso

CoBpeMeHHble LWKOMbHUKN - aKTMBHble Mosib3oBaTenn unmdpoBoro npocrpaHcTea. OgHako Aaneko He Bce
3HaAlT, 4YTO MOSb30BAHME MHOrMMM BO3MOXHOCTAMU UMbpoBOro Mupa TpebyeT cobniogeHns npas Ha
MHTeNNeKTyanbHy cCO6CTBEHHOCTb.

TepMUH "wHTennekTyanbHass COBCTBEHHOCTb" OTHOCUTCS K pasfiMYyHbIM TBOPEHUSIM 4YEN0BEYEeCKOro yMa,
HaunMHas C HOBbIX M306peTeHuit KM 3HakoB, 06O3HavalWMX COOCTBEHHOCTb Ha MNPOAYKTbl W yCAyru, wu
3aKaHumBas KHMramm, dotorpadunamm, KNHOOUIbMaMM U My3blKallbHbIMU NMPON3BEAEHUAMMU.

ABTOpPCKUWE MNpaBa - 3TO NpaBa Ha UHTE/NIEeKTyasbHY COBCTBEHHOCTb Ha NPOM3BEAEHUS HAyKWU, UTepaTypbl U
MCKyccTBa. ABTOpPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTUM TOro, YTO WMHTenseKTyasbHbli/TBOPYECKUI
TpyA aBTopa He 6yaeT HanpacHbIM, AacT eMy CrpaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha pe3yfbTaTax
CBOero TpyZa, nosy4nTb MW3BECTHOCTb M Mpu3HaHue. HukTo 6e3 paspeweHnss aBTopa He MOXeT
BOCMpPOM3BOAUTL €ro Npou3BeAeHue, pacnpocTpaHsATb, Nybnn4yHO  AeMOHCTpMpoBaTb, NpoAaBaTh,
MMMNOPTMPOBATb, MyCKaTb B NMpoOKaT, Ny6/MYHO UCNOMHATb, NOKa3blBaTb/MCMONHATL B 3Upe uim pasmewaTts B
NHTepHeTe.

Ncnonb3oBaHune "nupaTckoro" nporpaMMHoOro obecneyeHunss MOXET MPUMBECTM K MHOMMM pucKaM: OT noTepu
AaHHbIX K TBOMM akkKayHTam o 610KMPOBKM TBOEro YCTPOWCTBA, rAe yCTaHOB/MeHa HeneranbHas nporpamma.
He ctouT Takxke 3abbiBaTb, YTO CYLLECTBYIOT NeranbHble U 6ecnnaTHbie NporpaMmbl, KOTOPbIE MOXHO HalTU B
ceTwn.

O noprane

CeTeBNYOK.p( - TBOW MMaBHbIA COBETYUK B CETU. 34€Cb Tbl MOXELLb Y3HaTb 0 6€30NaCHOCTM B CETU MOHATHbBIM
M AOCTYMHbIM $13bIKOM, @ MPW BO3HMKHOBEHUW KPUTUYECKOM cuTyaumm o6paTuTbCs 3a COBETOM. A Takxe
MPUHATb y4acTUe B KOHKYypCax M CTaTb CaMbiM LMGPOBbLIM Fpa)KaaHUHOM!



